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TRANSFORMING YOUR SERVICES FOR THE CLOUD:
How we can transform your organization for a Smart Bangladesh

=1
— | BANGLADESH
annExT B AT s
COMPANY LIMITED

TECHNOLDGIES



ql

BANGLADESH

DATA CENTER GENNEXT ( meghna)
COMPANY LIMITED TECHNOLOGIES Coll::l‘lr.ldl'Jl

o
2
fs}

[
/8

N

e

O

’I@

-Il @

COUNTRY NEEDS LARGE DIGITAL INFRASTRUCTURE
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Bangladesh bank

Healthcare A M 0 U N T 0 F

Power and Energy

Rail & Transport

Education DATA
Taxation & Finance ministry

Law Enforcement Agencies
Metrology, Satellite, etc.

CORE OBJECTIVES:

Large projects Government is working on.

How Meghna Cloud will be able to aid in the
development of Smart Bangladesh.

Localize data of the people, by the people, for
the people.

TAKING PUBLIC SERVICES MEGHNA CLOUD is built
TO THE NEXT LEVEL on top of Tier IV data center

for mission critical services,
in Bangladesh, built by
Bangladeshis, with open

Smart Government 2.0
Digital public infrastructure
Decentralized decision-making and execution.
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Central monitoring of projects while enhancing source technologies for
cooperation and collaboration between Government bodies government and non-
* Using Al/ML for analysis driven decisions government digital
*  Secured platform workloads.

www.bdccl.gov.bd www.gennext.net 2
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PROBLEMS

As Bangladesh Government moves towards
Smart Government concept, it has become
important that we find out the root cause and
try to provide a comprehensive solution under
Meghna Cloud for each of the respective
ministries.

www.bdccl.gov.bd
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Any leadership change creates bottlenecks
for executing mid & long term projects.

Lack of skilled resource projects end up
with a lot of challenges.

Monitoring and managing of all IT
resources has become a very big challenge.

Little or no cyber security leading to data
leakage and threatening national security.

www.gennext.net



BANGLADESH
DATA CENTER

=
=i
GENNEXT
COMPANY LIMITED

[ ) [ J [ ] [ ] A
GENNEXT Digital Public Infrastructure: Next frontier Glgld’)
—
- and
.- Education an
,,/ Sk‘“ﬁ
Prima"gaw
N Se-cf:;r
W 62\;\6'& \:,?coﬂ‘_ja?
c’a\)ee «e® Technic@
C’z‘a(@ge Madras®
po®

d'o,(..
e
s %
S,
2 0@;\ % 04'
QD Ne, €
% %, /O/)
(o ')
O, N
2y /?_Q \ “??
00) ‘('_"Q
: : : I <
Last-person access with wireless, wired, center o ‘2 %
2T =
o : 6208 %
Access layer Platforms for delivering government services o‘%% %F {?p
2
Platform for decentralized data storage and %
Services layer consent-based exchange of data )
Platform for interoperable payments Q
Data layer i ot =0 3
Unique national digital ID as single source of o
Payments layer truth
www.bdccl.gov.bd

Identity layer
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HELPING YOU TOWARDS YOUR CLOUD JOURNEY

Existing Challenges Resource Proof of Managed
Platform & Risks planning Concept Migration
Architecture . . . .
: : : : : Platform Automated Managed Joint Branch Artificial
. : : . . design v2.0 workflow Security 8 innovation automation Intelligence
: : : : : Monitoring /ML

PHASE-1: PLATFORM MIGRATION : : : 5

PHASE-3: MODERNIZATION

PHASE-2: STANDARDIZATION

VA/PT Platform Federated Messaging Backup & DB & Cache Managed Service
optimization access bus disaster optimization service innovation
optimize recovery optimization

www.bdccl.gov.bd www.gennext.net
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GOVERNMENTS EXPECTATION?

SECURED GOVERNMENT CLOUD

A nation of 160 million people are
looking forward to their first Hybrid
Government Cloud - the MEGHNA
CLOUD. The Meghna Cloud will be able
to satisfy the need of the Government in
consolidating _all __Government __ICT
platforms and systems in _a Secured
manner under a single infrastructure
which will maintain highest levels of
standard and will set benchmarks!

www.bdccl.gov.bd
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BUILDING A SMART BANGLADESH

As everything is moving towards the
cloud worldwide, more than 25,000
people will be needed in Bangladesh
alone to be trained over the course of
the next 5 years to become ready for
Cloud services which will facilitate
building a smart workforce. Meghna
Cloud will play a pivotal role in helping
develop such an experienced workforce.
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OPTIMIZING REVENUE

Presently Bangladesh is going through
challenges in managing the economy
considering international context post
COVID. The Meghna Cloud will help in
optimizing revenue and help the

Government save hundreds of millions of

dollars worth foreign currency by

utilizing local resources for its first Hybrid
Government Cloud.

www.gennext.net
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MEGHNA CLOUD

As the first Government Cloud of Bangladesh — R The Baily Star
. . i a

everyone is talking about Meghna Cloud. A = ‘ o o e e o et e
Smart Bangladesh being empowered by IT i p————
Infrastructure in the Cloud driven by the people v , R

. . - S Meghna Cloud, Bangladesh’s first
of Bangladesh is something we envision. o fech & Sarup Dk :

; . v cloud data centre starts operation
Meghna Cloud will fulfill the dreams of the (AT COBT (RT*IR RIPCR (T IS
Government and operate as an independent
cloud entity meeting requirements of the ‘ Most Viewed ' - S
Government of Bangladesh in the days to come Gal pric matesnev
as it will host all components of national
. . . . »  DNCC fines Kachchi Bhai in
information infrastructure. Meghna Cloud will be 2 Gulshan Tk 1 lakh
the flrSt Hybﬂd ClOUd bU||t by Bangladeshl |T 3 ‘Bus operators pay annual

. . . . bribes of Tk 1,059cr": BRTA _A = —

specialists using Open Source technologies. chie ejects 1B report e s mommamerner vl |

www.bdccl.gov.bd www.gennext.net
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WHY CHOOSE
MEGHNA
CLOUD?

Meghna Cloud will be able to help you with all
your needs under a comprehensive umbrella
from one roof - BDCCL. Yes, we are equipped to
provide you with an end-to-end managed
service portfolio based on your needs. We can
also provide you completely customized services
based on your requirements that can help you
concentrate on your platform while we take care
of your challenges.

www.bdccl.gov.bd

Secured
Government Cloud
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Automated
platforms &
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Managed Services
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& Updated

(OF
il

Uptime & Backup
ensured
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Technology
support ensured
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Reduced Costs of
management
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Accessible from
anywhere
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Customizable to
YOUR needs

www.gennext.net



)

ql

BANGLADESH

DATA CENTER GENNEXT ( meghna)
COMPANY LIMITED TECHNOLOGIES Cﬁlq‘lr.ldl'Jl

www.bdccl.gov.bd www.gennext.net 9



N

BANGLADESH ql /)
DATA CENTER GENNEXT meghna
COMPANY LIMITED  TECHNOLOGIES clond

uuuuuuuuuuuuu

SERVICE OFFERING: FOUNDATION SERVICE
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PLATFORM
INTEGRATION

BULK STORAGE COMPUTE

We can help you deliver performance for your organizations IT workload at an optimized cost so that you can ensure maximum
profitability while maintaining less headache while maintaining your IT infrastructure.

www.bdccl.gov.bd www.gennext.net 10
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CLOUD SERVICES ROADMAP
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Blockchain Key AUML Workspace Sharing Ref Architecture Network Design

36+ Services
under 10 category

Cache Design

www.bdccl.gov.bd
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Network Peering Load Balancing
=
Payment Wallet Endpoint (XDR)

www.gennext.net 1
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CLOUD OPERATING MODEL: TRAINING

-

LEARNING CIRRICULUM TRAINING CONTENT CERTIFICATION PATH
Hosted service training curriculum on how to Development of various literature and Design various cloud service certification
use and manage the platforms by themselves content for training path for the services along with examination

How we will be able to offer a comprehensive learning service for the Hybrid Meghna Cloud

www.bdccl.gov.bd www.gennext.net 12
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ARCHITECTURE FOR SOC
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INTEGRITY

THREAT DETECTION AND RESPONSE

SECURITY OPERATIONS

g Audit / Certification / Training / Hackatheon / External VAPT (Blue / Red / Black testing) / Security Practices and Standards / Policies and Guidelines / Framework Development
L
=4
T : :
g Endpoint DEt"EECSE; & Response Vulnerability Assessment (VA) Penetration Testing (PT) Pas?h:ﬂerg T;TP] Smart card
Wirtual Private Metwaork (VPMN)
Server and Individual Cliert end ] o ] ]
Ticketi User Behavior Metwork Based Application Metwork Ops MNetwork Mgt Equipment Registry / |mventaory

A ng Analysis (LUBEA) Recognition (MBAR) Center (MOC) Systern (NMS) and Asset management
E Encryption (Data In Rest + Data in Intrusion Detection (D5) & Web
= : Threat Intelligence : : Application Sandbox / DPI | Multi Factor Authentication (MFA)
] Mation) Intrusion Prevention System (IPS) .
I'.:" Firewall (WAF)
L
o Data Integrity (DB, App, : - Security Inadent & Event Federated Access (lAM) / Single
|'E Middleware) Advanced Persistent Threat (APT) Anti Virus for Servers Management [SIEM) Sign On (S50)
3

Enterprise Backup Mail Filtration / Spamming Hardening of all Hardware Amﬂfﬂi?;?;ég;ﬁ:;ﬂ?;ﬁm] Privileged Aﬁ&;&?ﬂﬂﬂgemnt

IDENTITY

Our customized SOC will allow for a unified monitoring and engagement model considering security perspectives which will be able to
provide us enough artefact at the cloud level.

www.bdccl.gov.bd
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PARTNERSHIPS

We are partnered up with some of the best
international power houses for security and
cloud infrastructure platforms as well should you
feel we can be of help.

www.bdccl.gov.bd

kaspersky

DARKTRACE

RTINET

( meghna)
cloud

vmware'

TrelliX

www.gennext.net 14
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BANGLADESH DATA CENTER COMPANY LIMITED
ICT Tower, Plot# E-14/X, Agargaon, Sher-e-
Banglanagar, Dhaka-1207, Bangladesh.
info@bdccl.gov.bd
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GENNEXT TECHNOLOGIES LIMITED
Lane#5, House#348, DOHS Baridhara,
Dhaka-1206, Bangladesh.
info@gennext.net



